Subpart 503.1 - Safeguards

Parent topic: Part 503 - Improper Business Practices and Personal Conflicts of Interest

503.101 Standards of conduct.

503.101-3 Agency regulations.

GSA Supplemental Ethical Standards of Conduct appear at 5 CFR 6701.

503.104 Procurement integrity.

503.104-2 General.

“Acquisition official” as defined in FAR 3.104-3(a)(2), are responsible for knowing the post-
employment restrictions in FAR 3.104-2(b)(3) and 3.104-3(d).

503.104-4 Disclosure, protection, and marking of contractor bid or proposal
information and source selection information.

(a) Persons authorized access to information.

(1) The following persons may access contractor bid or proposal information and source selection
information to accomplish their responsibilities in a procurement action:

(i) Requirements generators, including client agency representatives, and program and technical
experts who develop statements of work, specifications or similar documents;

(ii) Contracting personnel supporting the contracting officer;
(iii) Personnel serving on technical evaluation boards or source selection evaluation boards;
(iv) Supervisors in the contracting officer’s chain of command;

(v) Secretarial, clerical and administrative personnel of the contracting activity responsible for the
procurement;

(vi) Small Business Technical Advisors;

(vii) Small Business Administration (SBA) personnel who review determinations not to set-aside
acquisitions, determine the small business status of offerors under FAR 19.302, process applications
for Certificates of Competency under FAR 19.6, review subcontracting plans, or award contracts
under the 8(a) program;

(viii) Personnel in the Credit and Finance Section of Region 6 and other personnel who support the
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contracting officer in making contractor responsibility determinations;

(ix) Contract auditors in the Office of Inspector General and Regional Inspector General’s offices;
(x) Department of Labor (DOL) personnel who process preaward EEO clearances under FAR 22.805;
(xi) Attorneys in the Office of General Counsel and Regional Counsel’s offices; and

(xii) Personnel involved in contract approval.

(2) The Senior Procurement Executive may authorize additional classes of persons access to
contractor bid or proposal information or source selection information.

(3) The contracting officer may authorize access to contractor bid or proposal information or source
selection information if necessary to conduct the procurement. This includes release of information
to outside evaluators under 515.305-70 in accordance with 537.204 and FAR 9.505-5 and 37.204.
Limit access to only that information the person needs to do his or her job.

(4) The contracting officer must use the Conflict of Interest Acknowledgement and Nondisclosure
Agreement referenced in 515.305-71 to maintain the identity of individuals authorized access to
contractor bid or proposal information and source selection information.

(b) Procedures for marking and protecting information. Any individual who prepares, makes, or
controls contractor bid or proposal information and source selection information must:

(1) Mark documents as prescribed in FAR 3.104-4(c). Contracting officers may use GSA Form 3611,
Cover Page Source Selection Information as the cover page for a document that contains source
selection information. In addition, each page of the document must be marked in accordance with
FAR 3.104.

(2) Provide physical security for documents in the office environment during, and after, duty hours.

(3) Secure interoffice mailing of documents by using opaque envelopes, “double wrapping” with
more than one envelope, and sealing envelopes securely.

(4) Maintain strict control over oral communications about the acquisition.

(c) Requests for information from Congress. For requests from a member of Congress, see 505.403.
503.104-7 Violations or possible violations.
(a) The HCA is the individual designated under FAR 3.104-7 (a)(1) to receive information related to a

conclusion that a reported or possible violation has no impact on a procurement.

(b) If the HCA receives information describing an actual or possible violation, the HCA must take all
of the following actions:

(1) Refer the matter immediately to the Inspector General;
(2) Determine what action to take on the procurement under FAR 3.104-7 (b)-(g); and

(3) Notify the Administrator if he or she determines that urgent and compelling circumstances, or
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other Government interests, justify the award or modification.

(c) If a contracting officer has not been appointed, the contracting director performs the contracting
officer actions defined in FAR 3.104-7.



